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TOM TAT

Muc tiéu chinh ctia nhém la phat trién mot mo hinh hé thdng khoa ctra an toan va
hién dai, khong can str dung chia khoa ma thay vao d6 st dung cong nghé sinh trac
hoc. Nhém tap trung vao nghién ctru va thiét ké hé thong khoa ctra thong minh st
dung nhan dién khuén mat d€ dam bao tinh bao mat cao. Chung toi st dung vi diéu
khién ESP32-CAM dé€ x&r ly nhan dién khuén mat va so sanh dir liéu véi dix liéu da
luu trie. Khi phat hién khop, hé thong sé diéu khién ro-le d€ mo hodc dong chot dién
tte, dam bao an toan. Truwong hop khong khép, hé thong sé chup anh khudén mat va
gui lén chatbot trén tng dung Telegram. Két qua thtr nghiém cho thdy hiéu qua t6t
trong nhan dién khu6n mat. Hé thong c6 kich thudc nho, tiéu thu cong sudt thap va

dé st dung.

Tt khoa: esp32 camera, face recognition, intelligent detection, internet of things,

smart door lock

1. MO PAU

Cudc s6ng ngay cang phat trién kéo theo nhu cau cai thién doi song vat chat ngay
cang tang. Dac biét, nhu cau dam bao an ninh cho chinh ngdi nha ctia moi nguoi ludén
duoc quan tam. Trong d6, hé thong khoa cita thong minh dwoc phat trién dé dap ung
nhu cau nay. Céc loai hé thong khod ctra thong minh hién nay c6 tinh bao mat cao va
kha nang chdng trom t6t cho ngdi nha. Bén canh do6, mdi loai khoa ctra sé c6 cac uu,
nhuoc diém khac nhau [1].

Cac loai khoa ctra thong minh pho bién hién nay duwgc sit dung nhiing cong nghé
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hién dai:

Mo khoa str dung nhan dién van tay: "Khi dat ngon tay lén trén mot thiét bi doc
ddu van tay, ngay lap tiic thiét bi nay sé quét hinh anh ngén tay dé va dua vao
hé théng” [2]. Hé théng sé xtr ly dau van tay, chuyén sang dién di liéu so roi do6i
chiéu cac dac diém ctia van tay do véi die liéu da dugc luu trix trong hé thong dé
tlr 6 xac thue danh tinh ctia nguoi quét van tay. Vi moéi ngudi cd mot ddu van
tay doc nhat nén van tay la mot trong cac phwong phap xac thuc danh tinh vo
cung httu hiéu. Nhuoc diém cua phuong phap nay la chi chap nhan van tay trén
co thé c6 nhiét, van tay bi mo sé khdong nhan dién duoc...

Mo khod stt dung mat ma [3]: Cong nghé mé khoa bang mat ma duoc lwu san.
Day cling 1a mot giai phap voi do bao mat cao. Loai khoa ctra sit dung cong ngheé
nay c6 kich thudc kha nho gon va dé st dung. Tuy nhién, stt dung mat ma dé mo
khoa khién cho qua trinh mé ctra mat thoi gian hon so véi cac giai phap thong
minh khdc nhw van tay, khuon mat, thé tt...

Mo khoa stt dung nhan dién khudn mat [4][5][6][7][8][9]: Cong nghé md& khoa
béng khuon mat. "Pay la cong nghé bao mat sinh trdc hoc dwa vao cac dic diém
trén khuon mat dé xac thyc" [10]. Ung dung cua cong nghé nhan dién khudn mat
rat da dang trong nhiéu linh vuc nhu: diém danh [5], diéu tra an ninh [7], giam
sat [9]...

Nam bat dugc xu thé tir thyee tién, nghién ctru nay tap trung vao “Hé thdng khod

ctta thong minh stt dung camera nhan dién khuoén mat” va trinh bay 2 chitc nang chinh:

Mo khoa truc tiép st dung nhan dién khuoén mat va mo khoa tir xa thong qua ting dung

da nén tang:

Mo khod truc tiép sit dung nhan dién khudén mat: Dau tién, can phai dang ky
khuon mat trén mdy cha web cuc bd (local web server) va bat phat hién chuyén
dong thong qua ting dung Telegram. Sau d6, néu camera phat hién khuén mat
trong vung quét thi hé thong sé kiém tra khudén mat dé c6 duoc luu trong hé
thdng hay khong bang cach so sanh cac dic trung ctia né khép véi khudn mat da
lwu thi moé clra, ngugc lai thi chup anh va gai anh dé dén cht nha thong qua tng
dung Telegram.

Mo khoa tir xa thong qua ting dung da nén tang: Phuong phép nay sit dung ting
dung Telegram d€ diéu khién viéc mo khoa tir xa béng cach gui lénh “/Un_lock”
trong ting dung, hé thdng sé tién hanh mo khoa ctira. Mé khod tir xa thong qua
tng dung Telegram gitp cho nguoi st dung co thé kiém soat, md ctra cho nguoi
than khi khong cé nha. Ngoai ra, hé théng van c6 thé mo ctra khi két ndi véi
Internet thong qua Wi-Fi bi ngat, chi can phat Wi-Fi cing tén va mat khau ma hé
thong da luu, hé thong sé két noi lai va hoat dong binh thuong.
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2. THIET KE HE THONG KHOA CUA THONG MINH
2.1 Thiét ké phian cling

So d6 két ndi cac linh kién ctia hé théng khoa clta duoc trinh bay trong hinh 1a.
Trong so d6 nay, cac day dan dugc sit dung d€ két néi cac linh kién véi nhau, bao gom
cac day nguon va day tin hiéu dé€ truyén thong tin diéu khién gitta cac linh kién trong hé
thong. Ngoai ra, cdu tric ctia hé thong khoa ctra duoc thé hién trong so d6 nguyén ly &
hinh 1b.

INPUT 12V

1 INPUT 12V 1A

OUTPUT 5V, 1A
- l B
: APP
5 T
b rHardware_: T T T T I T
3V H o | BurTON ESP32-CAMERA LED
d
5V
- : 5v 12v,1A
display status E Uy A el@l@ i PIR SENSOR [ POWER LOCK
| o .
.3 12v
(a) So d6 két ndi cac linh kién. (b) So d6 nguyén ly.

Hinh 1. C4u trac cua hé thong khoa ctra.
Khi hé thong duoc cdp nguon, cac linh kién nay sé dam nhén tung chtrc nang cu
thé:

- Ro-le (relay) déong hodc mé chét dién tir thong qua tin hiéu duoc gi dén ti
ESP32-CAM dé khoa hodc mo khoa ctra.

- Den LED hién thi thong bao tinh trang ctia hé thong. Khi den hién thi mau do, hé
thong dang dong ctra. Nguoc lai, khi dén hién thi mau xanh, hé thdng dang mo
ctra.

- Cam bién chuyén dong hong ngoai (passive infrared sensor — PIR sensor) gui tin
hiéu thong bao dén ESP32-CAM khi phat hién ddi twgng phat ra danh sang hong
ngoai nhu nguwoi hodc ddng vat chuyén dong trong vung quét ctia no.

- ESP32-CAM cho phép camera 1dy hinh anh cua déi twong va tién hanh nhan dién
khuon mdt dé€ gui 1énh mé ctra hodc luvu hinh anh caa khuén mat khong nam
trong hé thong va thong bao cho cha nha.
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- Nut nhén (button) cho phép chu nha mo ctra ttr bén trong.

C4c linh kién két ndi véi ESP32-CAM [13] va hoat dong ctia ching duogc trinh
bay trong bang 1.

Bdng 1. Két ndi chan gitra ESP32-CAM véi cac linh kién

STT ESP32-CAM Kétnoilinh kién  Tin hiéu Hoat dong
1 1014 PIR Input Phat hién chuyén dong
2 1015 Button Input Mo khoa ctra tie bén trong
3 102 Relay Output Doéng/mo khoa ctra
4 1012 LED red Output  Hién thi dang déng khoa ctra
5 1013 LED green Output Hién thi dang mo khod ctra

2.2 Luu d6 giai thuat

Init Camera, Wifi, Telegram,
Relay off, LED RED ON

|

Streaming start (start detection
and recognition)

&
“/start” Telegram

“/Un_lock”
(Telegram)

True

Relay on & Green LED
on, delay 7 second

SendPhotoTelegram

Relay off & RED LED
on

Hinh 2. Luu d6 giai thuat cta hé thong khod ctra.

Qua trinh hoat dong ctia hé thong khod ctra thong minh st dung nhan dién
khuon mat (hinh 2) dwoc thuce hién theo trinh ty sau:
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- Khoi tao camera, Wi-Fi, Telegram, Ro-le, LED
- Két ndi hé thong véi ting dung Telegram, sau d6 kich hoat chitc ndng phat hién
chuyén dong va mo giao dién Web, kich hoat chitc nang nhéan dién khudn mat:
o Mo khoa tryc tiép qua nhan dién khuén mat: Néu khudén mét co cac dac
trung da dwoc luu trong hé thong thi mo khoa ctra trong 10 giay, sau do tu
dong dong khda ctra. Nguoc lai, néu sai thi hé thong chup anh va gii anh do6
dén chatbot trong Telegram.
o Mo khoa tir xa qua tng dung Telegram: Thuc hién goi lénh “/Un_lock” dén
chatbot trong Telegram, hé thong md khoa ctra trong 10 gidy, sau d6 tw dong
dong khoa ctra.

3. KET LUAN THUC NGHIEM
3.1 Thiét ké m6 hinh thit nghiém

DE€ tién hanh kiém tra c4c tinh ning da thiét k& san cta hé thong, yéu cau phai
thiét ké mo hinh ctrta dwegc gan hé théng khod thong minh (hinh 3).

e S—
. “’
/ ¥ i
- e

(a) Mét truede ctia mo hinh.  (b) Mét sau cua md hinh.
Hinh 3. Thiét k€ mo hinh tht nghiém cho hé thong khoa ctra.

Hé thong stt dung ngudn dién 12V dé cap ngudn cho khoda dién tir va nguén 5V
cho mach dién hoat ddong. Ngoai ra, hé thong duoc tich hop san pin lithium la ngu6n du
phong trong treong hgp mat dién (hinh 1a). Sau khi cdp ngudn cho hé théng khoa ctra,
thiét 1ap cac chitc nang trén ting dung Telegram va local web server (hinh 4):

- Ung dung Telegram: Vao chatbot, gtti 1énh “/start” d& kiém tra két ndi gitra
ESP32 CAM va ting dung Telegram (hinh 4a). Sau khi xuat hién bang thong bao,
phén cai dat (setting) bao gom:

o “lunlock”: m& khoa qua ttng dung.
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o “lenable_capture_Photo_with_PIR”: kich hoat cam bién.
o “/disable_capture_Photo_with_PIR": tit cam bién.

- Local web server: Chatbot hién thi muc “Local IP Wi-Fi: http://192.168.43.17/", truy
cap vao duong dan di dén trang web (hinh 4b).

o Start Stream: phat video tryec ti€p tir ESP32-CAM 1én web.

o Face Detection va Face Recognition: phat hién khuon mat va nhan dién
khuon mat.

o Enroll Face: thém khu6n mat moéi vao hé thong.

" P | _ 3
/st | | = Toggle OV2640 settings
dMessages v
- SUSR AT =
Chatbot ESP32-CAM cilaPhong || Resolution QVGA(320x240)
Local IP WiFi: hitp://192.168.43.17/ ~ | .
P AWB Gain
Settings o s
Un_lock: Unlock [ 72
enable_capture_Photo_with_PIR: Tum [ AEC SENSOR
on
disable_capture_Photo_with_PIR
Turn off AGC
Status : Face Detection ®
- Capture Photo With PIR = OFF
| PIR Sensor Status Face Recognition .

|| The PIR sensor is being stabilized
Stabilization time is 27 seconds away.
Please wait.

(a) Chatbot trén Telegram. (b) Local web server.
Hinh 4. Telegram va Local web server.
3.2 Két qua
Sau khi thiét k&€ mo hinh thtr nghiém, tat ca tinh ndng ctia hé thong déu hoat dong
dung va on dinh theo yéu cau dé ra, cu thé:
- Nhaén dién khuoén méat d€ mo khod ctra: hé thong so sanh khudn mat khép véi div
liéu khudén mat da Iuwru, cho phép mo khoa ctra (hinh 5).
- Phat hién khudn médt nguoi la: khi hé thong phat hién khu6én mat khong khép
voi di liéu khudn mat da luuy, tién hanh chup anh khuén mat va gti 1én chatbot
ctua tng dung Telegram dé€ canh bao cho cht nha (hinh 6).
- Mo khoa tir xa qua tng dung Telegram: Hé thong sé md khoa ctra khi nguoi
dung click vao “/Un_lock” trong muc cai dat.
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= Toggle OV2640 settings

Resolution QVGA(320x240)

AWB Gain )

AEC SENSOR e

AGe )

Face Detection
Face Recognition -

(a) Trén local web server, hé thong nhan dién ding khuén mét da (b) Trén md hinh khoa,

Iwu. ctra dwoc md va den
LED hién thi mau xanh.

Hinh 5. Két qua hé thong khi nhan dién dung khudén mat.

——
fenable_capture_Photo_with_PIR t

T————?;-‘F——-r
From the ESP32-CAM : % F‘;
Capture Photo With PIR = ON nf;‘._, ¢
/start : to see all commands. )E 2 ’.’

-CAM : T
= Toggle OV2640 settings ‘ From the ESP32-CAM : ?,1 |

The PIR Sensor stabilization time is

Resolution QVGA(320x240) ~ | complete.

AWB Gain e
AEC SENSOR e
AGC e
Face Detection -
Face Recognition

s pas) ,.u\.l \

The PIR sensor can already work.

(a) Trén local web server, hé thong canh (b) Trén chatbot (c) Trén mo hinh khoa,
bao khudén mat khong dung. Telegram, hé thdng giri ~ clra van déng va den
tinnhan va hinh anh ~ LED hién thi mau do.

canh bao nguoi la.

Hinh 6. Két qua khi hé thong nhan dién sai khuén mat.

4. KET LUAN

Trong bai bao nay, nhom nghién cttu da tap trung thwec hién viéc nhan dién
khuon mdt mé khod ctra, dang ki khudn mat, thong bao khi c6 ngwoi la va md khod tte
xa qua ung dung. Cac két qua ma dé tai nghién ctru thu duoc la rat kha quan khi da trién
khai thanh cdng hé thong véi kha nang xtt ly khd nhanh va chinh xac. Hé thong dwoc
thtr nghiém tuy con don gian, nhung day la tién dé cho phép nhdém nghién ctru phat
trién, mé rong hé thong trén ca phan cing va phan mém dé xay dung mot hé thong hoan
chinh.
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RESEARCH AND DESIGN OF A SMART DOOR LOCK SYSTEM
USING FACIAL RECOGNITION
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ABSTRACT

The main objective of our team is to develop a safe and modern door lock system
that eliminates the need for keys and instead utilizes biometric technology. Our team
focuses on the research and design of a smart door lock system using facial
recognition to ensure high security. We employ the ESP32-CAM microcontroller to
process facial recognition and compare the data with the stored information. Upon
a match, the system controls the relay to unlock or lock the electromagnetic latch,
ensuring safety. In the case of a mismatch, the system captures the facial image and
sends it to a chatbot on the Telegram application. The test results demonstrate good
effectiveness in facial recognition. The system features a compact size, low power

consumption, and a user-friendly interface.

Keywords: esp32 camera, face recognition, intelligent detection, internet of things,

smart door lock
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2013, 6ng t6t nghiép ky su chuyén nganh Dién ti - Vién thong, Truong
Dai hoc Khoa hoc, Dai hoc Hu€. Nam 2018, 6ng nhan b@“mg thac si chuyén
nganh Ky thuat Dién t tai Treong Pai hoc Bach Khoa Pa Nzcang. Hién
nay, ong dang cong tac tai Khoa Dién, Dién tit va Cong nghé vat liéu,
Truong Dai hoc Khoa hoc, Dai hoc Hué.

Linh viec nghién ciru: Hé thong thong tin quang, Mang may tinh, Tri thong
minh nhan tao (AI).
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Nghién ciru va thiét ké'hé thong khod civa thong minh sw dung nhan dién khudn mgt
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